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Abstract 
Integrating multiple heterogeneous data sources in to 

applications is a time-consuming, costly and error-prone 
engineering task. Relatively mature technologies exist 
that make integration tractable from an engineering 
perspective. These technologies however have many 
limitations, and hence present opportunities for 
breakthrough research. This paper briefly describes 
some of these limitations. It then provides an overview of 
the Data Concierge research project and prototype that 
is attempting to provide solutions to some of these 
limitations. The paper focuses on the core architecture 
and mechanisms in the Data Concierge for dynamically 
attaching to a previously unidentified source of 
information. The generic API supported by the Data 
Concierge is described, along with the architecture and 
prototype tools for describing the meta-data necessary to 
facilitate dynamic integration.  In addition, we describe 
the outstanding challenges that remain to be solved 
before the Data Concierge concept can be realized. 

 

1 Introduction 
 

In the current and foreseeable heterogeneous world of 
information technology, complex application integration 
will remain an inevitability. Industry estimates vary, but 
as much as 70% of information technology spending may 
be devoted to integration-related activities. Consequently, 
it is no surprise that the technology world is awash with 
software solutions aimed at making integration a more 
tractable task. 

Over the last decade, a whole industry sector has 
emerged, typically known as enterprise application 
integration (EAI) middleware [1]. In essence, these 
technologies provide software infrastructures and 
associated tools that attempt to make it easier to build 
new, overarching applications from legacy systems that 
were never designed to work together [10]. Overall, this 
creates a complex landscape of competing and 

overlapping technologies, many of which are proprietary 
and, paradoxically, will not interoperate! 

Standardization of protocols and data formats based 
around SOAP and XML for Web Services are helping 
reduce the complexity and increase the interoperability of 
EAI deployments. However, more widespread standards 
adoption will only alleviate some of the accidental [2] 
complexities of EAI. Fundamental problems concerning 
aspects such as semantics, automatic data discovery and 
integration, and scalability remain as challenges for the 
research community. 

This paper outlines some of the myriad of research 
problems that exist in EAI. We then describe the overall 
aims and architecture of the Data Concierge, an 
experimental dynamic integration middleware platform 
for information discovery.  The Data Concierge extends 
the classification of dynamic distributed systems in [9] to 
include attaching to and accessing new data sources at 
run-time.  

The paper focuses on the novel architecture, 
mechanisms and tools employed in the Data Concierge 
for dynamic data source integration. A prototype 
implementation is described, and the advantages of the 
approach explained. The paper concludes with an 
analysis of several key remaining research issues that 
must be addressed in order to realize the advantages of a 
dynamic data integration platform. 

 

2 Challenges of Application Integration  
 

While current EAI technologies are impressive in 
their scope and capabilities, there are many limitations. 
These arise from research challenges that remain to be 
solved, and from the ever evolving nature of applications 
and their data integration requirements. Some of these are 
challenges are described below: 

 
Scale: New digital data sources are constantly 

appearing. Advanced commercial applications in 



analytics and visualization are beginning to require rapid 
access to multiple data sources, and the ability to rapidly 
fuse data from disparate formats. Hence next-generation 
integration technology must be able to scale to handle 
large numbers of data sources with flexible, fast and 
scalable format transformation engines. 

Dynamic configuration: Existing EAI technologies 
must be statically configured to interact with an existing 
data source, such as a database, an FTP site, or a new 
Web site. This requires an adapter or connector 
component to be at the minimum acquired, configured to 
produce and consume messages, and deployed. When a 
suitable adapter for a data source doesn’ t exist, then one 
must be created. This is a non-trivial programming 
activity, costly, and it inevitably causes delays in 
accessing the required data. Next generation integration 
technologies must significantly reduce the cost and time 
to integrate new data sources into applications. Ideally, it 
should be possible to locate a new source of data, 
automatically deploy or generate a suitable adapter, and 
make the data immediately available to applications. 

Semantics: Many modern programming technologies, 
such as Java and Web Services, support dynamic 
discovery of the syntax of a service or object interface. 
These reflective mechanisms make it possible for clients 
to connect to a server, retrieve the operation and 
parameter types, and dynamically construct calls that 
comply with the server’s method signatures. However, 
these mechanisms are devoid of semantics. They do not 
convey the meaning of the operation and parameters. 
Hence the same names can be used in different interfaces 
for completely different purposes, and there is no way for 
a client to dynamically resolve this clash. Consequently 
there is a need for integration technologies to augment 
reflective interfaces with semantic descriptions of how 
the interfaces should be used. This will facilitate true 
dynamic discovery and integration. 

Finding Relevant Data: As the scale of integration 
grows, it will become increasingly problematic to find 
data that is relevant to a user’s or application’s needs [3]. 
Most existing data sources are not accompanied by 
searchable catalogs and meta-data that can be used to 
locate data items of interest. This makes it imperative that 
next generation integration technology incorporates new 
techniques to automatically extract semantic information 
from data sources and link relevant data to applications.  

 
Applications domains abound that require this new 

range of integration middleware capability. For example, 
organizational mergers and acquisitions cause major 
application integration problems that could be effectively 
reduced in magnitude through dynamic, adaptive 
integration infrastructures. New analytical applications in 
science, intelligence analysis and commerce have 
requirements to rapidly discover and use new sources of 

relevant data. These applications cannot readily afford the 
expense or delay of using engineering staff to build 
and/or deploy complex adapters for newly discovered 
data sources. And should the Grid [4] be successful in its 
aims, the ability of integration middleware to scale to 
handle huge numbers of data sources will become critical. 

 

3 The Data Concierge  
 

The Data Concierge project aims to extend the state-
of-the art in data integration middleware to address the 
above problems.  In 2003 we have developed prototype 
technology to demonstrate the new architectures and 
algorithms required for a breakthrough in data integration 
middleware, by transforming it to support a dynamic, 
adaptive mode of deployment and operation. This aims to 
facilitate the rapid discovery, integration and use of new 
data sources in existing applications. Importantly, we 
hope this can be achieved with minimal and, in some 
cases no administrative, software engineering, or user 
effort.  

The core of the prototype is a reflective middleware 
platform [5] that can dynamically integrate new data 
sources.  It employs knowledge-based techniques to 
sample and classify the contents of a data source and the 
user’s data interests. Users are then notified when new 
data that is likely to be of interest to them becomes 
integrated with the middleware platform. In this manner, 
users are rapidly connected to new data sources. The high 
level architecture for the Data Concierge is depicted in 
Figure 1. The following describes its functionality from 
two different perspectives, namely the data integration 
perspective, and the application user’s perspective.  

From an integration perspective, when a new data 
source becomes available, the Data Source Discovery 
Subsystem can automatically locate and integrate the data 
source with the reflective middleware platform.  This is 
achieved by deploying a software component in the Data 
Source Integration Subsystem that can interact with the 
data and has a rich service-based interface that can be 
introspected and dynamically integrated into the platform. 
The data source’s data and meta-data are then sampled by 
the Data Source Classification Subsystem using various 
algorithms to extract a representative summary of the data 
contents. The resulting data source summary is used to 
create a knowledge signature that captures the strength of 
the relationship of the data contents to a range of 
application needs expressed as domain ontologies. 
Ontology management and knowledge signature 
generation is handled within the Knowledge Signature 
Subsystem.1  

                                                           
1 Specifically we are working with DAML - 

http://www.daml.org/about.html 



From a user’s perspective, data source queries are 
tracked by a daemon that is configured by the user to 
observe their application usage. In the User Data 
Classification Subsystem, various algorithms are used to 
characterize the types of data that an application uses. 
This classification data is also used to create a knowledge 
signature against the installed ontologies. A Data-Use 
Matching component then periodically executes and 
attempts to find new data sources that will be of interest 
to a user of an application. If a match is found, the user is 
notified and the middleware facilitates access to the data. 
This scheme is depicted in Figure 2. 

 

 

Figure 1 Data Concierge High Level Architecture 

 

 

Figure 2 Matching user interests with data source 
contents 

The remainder of this paper focuses on the Data 
Source Integration Subsystem.  

 

4 Data Source Integration Subsystem 
4.1 The Problem 

A core capability of the Data Concierge is the ability 
to easily integrate with new data sources that become 
accessible. A data source may be discovered by the Data 
Source Discovery Subsystem, which essentially is a smart 
network sniffer looking for services on well known ports, 
or simply added to a data source catalog by an 
administrator. 

In existing EAI technologies, an adapter component 
specific to the type of data source is required to connect 
the data source to the EAI middleware. This is depicted in 
Figure 3. For example, to connect to an FTP site, an FTP 
adapter tailored to the particular EAI middleware in use 
must be acquired and deployed. The specific adapter 
instance is then configured to connect to the desired FTP 
site by supplying the site address and login information. 
The adapter essentially maps requests from the 
middleware to calls that he data source supports in its 
API.  

This static scheme of deploying and configuring 
adapters becomes problematic when new types of data 
sources are encountered, or updates to adapters are 
required. In the former case, a new adapter must be 
sourced from the EAI vendor, or if one does not exist (a 
not uncommon scenario given the massive heterogeneity 
of the IT world), an adapter must be created. In the latter, 
changes to the underlying data source API will require the 
adapter to be modified and the new version deployed. 

 

 

Figure 3 Adapters to connect data to applications 
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COTS adapters are expensive components to acquire, 
often in the $10-100K range depending on complexity, 
and typically even more expensive to build for new data 
sources. Their static deployment also inhibits agility when 
applications need to use data in a new data source. 

The cost, complexity and static deployment mode of 
adapters are issues that the Data Source Integration (DSI) 
Subsystem attempts to address. 

 
4.2 Data Source Integration Architecture 

The internal architecture of the DSI subsystem is 
portrayed in Figure 4. The Data Concierge component is 
a client of this subsystem. When a new data source is 
added to the Data Source Catalog, the Data Concierge 
extracts the configuration data (address, login, etc), and 
makes a call to the DSI subsystem, requesting access to 
the data source. 

In existing middleware technologies, when an 
application wishes to make a call to a data source through 
an adapter, it must call or send a message indicating the 
precise operation it requires. As each different data 
source type and associated adapter support radically 
different operations/APIs, the operation request must be 
programmed explicitly. This creates a tight coupling 
between the application, the middleware and the data 
source adapters that it uses. It also relies on the 
intervention of a software engineer who understands 
which operations should be used for which purposes, and 
who can configure the call to send the correct parameters 
and handle the returned data. Hence heterogeneity in 
adapter interfaces makes it impossible to build a 
middleware layer that can, in the general case, infer the 
exact adapter operation to call to satisfy an application’s 
needs.   

Consequently, in order for the Data Concierge to 
dynamically connect to a new data source, there must be a 
well-known interface it can use to invoke data source 
services. This is the role of the Generic Adapter Interface 
in Figure 4. Philosophically similar in nature to 
standardized data source access mechanisms such as 
JDBC2, the Generic Adapter Interface maps high level 
calls from the Data Concierge to the actual services in the 
underlying data source API. The interface requires the 
Data Concierge to pass in the name data source it wishes 
to access and the generic service it wishes to execute 
(connect, read, write, etc). The implementation of the 
Generic Adapter Interface is then responsible for 
mapping this request to the API for the data source and 
executing the request.  

The Generic Adapter Interface is a thin abstraction 
layer that delegates the actual responsibility for calling a 
data source API to the Data Source Call Constructor 

                                                           
2 Java Data Base Connector 

component. This is the heart of the DSI Subsystem. Its 
role is to dynamically construct calls to the specified data 
source API. It does this using meta-data about the API’s 
interface, which is stored in a meta-data descriptor for 
each API type. The meta-data terms, sourced from an 
ontology for data integration, are essentially an annotated 
description of the data source API that is assigned by a 
data source API expert. Briefly, these annotations capture 
the following information: 

 
·  Each API is categorized by the type of service it 

provides. For example, the constructor for an 
FTPCl i ent 3 is classified as a ‘CONNECT’  API, 
and the di sconnect  method is categorized as a 
‘CLOSE’ API. 

·  Each parameter for an API along with its return type 
(and exceptions for Java-like interfaces) is assigned a 
category. For example, the St r i ng addr ess 
parameter in a connection method is classified as an 
‘ IP_ADDRESS’ , and the returned Boolean is 
classified as ‘SUCCESS_FLAG’. 

·  A scripting language declaratively describes 
sequences of individual data source API calls that 
can be called to perform common useful operations 
on the associated data source. For example, to 
authenticate to an FTP site and list the current 
directory requires two API calls, as shown below. 
The scripting language enables the API expert to 
explicitly identify and describe common, useful 
sequences of API calls that can interpreted by the 
Data Concierge.  

 
c l i ent . aut hent i cat e( " user _name" ,  
" passwor d" ) ;    
St r i ng pwd = 
cl i ent . get Cur r ent Di r ect or y( ) ;  

 

                                                           
3 http://www.sinotar.com/download/ftp/README.html 



 

Figure 4 DSI Subsystem Architecture 

 
Hence the key innovation is that the Data Source Call 

Constructor does not contain hard-coded calls to the 
underlying data source APIs. Rather, it dynamically 
creates the calls. It does this by selecting operations from 
the meta-data repository based on their categorization 
from the ontology, and mapping parameters from the 
Data Concierge request to the parameters required in the 
adapter operations.  

This dynamic call construction mechanism has several 
advantages over hard-coding calls to adapters, as is the 
practice in current EAI technology: These are: 

 
·  No adapter  component is needed. In effect, the 

adapter code is constructed dynamically from the 
information held in the meta-data repository. This 
potentially significantly reduces the software 
engineering effort needed to connect to a new type of 
data source. This claim will have to be validated 
empirically when we have further experience with 
this approach. 

·  Ease of modification: If the underlying data source 
API changes, only changes to the meta-data 
repository are required. As the calls to the API are 

dynamically constructed, the changes will take effect 
as soon as the meta-data is updated.  

·  Hot swapping: As there is no adapter, updating a 
data source API to provide bug fixes has no 
downstream implications. If the interface does not 
change, then the Data Concierge remains oblivious to 
the fact that a modified version of the API has been 
installed. 

 
The disadvantage of this approach is that the meta-

data repository must be constructed. This provides the 
necessary semantics to construct calls to data source 
APIs. As data sources APIs do not carry associated 
semantics, this is inherently a manual process. However, 
it is our belief that tools can be built to make this effort 
relatively simple and cheap compared to the high level of 
software engineering skills and cost of programming 
adapters.  
 
4.3 Gener ic Adapter  Inter face 

The Generic Interface Adapter shields the Data 
Concierge from the complexity and heterogeneity of 
underlying data source. This simplifies the Data 
Concierge layer by providing a well-defined interface 
with a set order of basic operations and known semantics. 

Figure 5 shows the primary interface and the 
supporting classes that make up the essential core of the 
Generic Adapter Interface API. The functionality 
described is necessary to allow the Data Concierge to 
take a signature of the data that the data source contains. 
This will subsequently be used in the Data Source 
Classifier subsystem to create a knowledge signature for 
the data source. 

The main purpose and responsibilities of each are 
described below: 

 
open() – The open method is necessary to establish a 

connection with the data source.  The implementation of 
this  API must dynamically construct a call to a specific 
‘CONNECT’  method for the associated data source API. 

 
getStructure() – The first step in working with a data 

source’s data is to understand how it is arranged, thus the 
getStructure method call returns a data type 
(UserDataSourceStructure) that represents the structure 
of the data in the data source.  The data source API expert 
must provide a script that calls one of more data source 
APIs to construct the required data.  Typical structures 
would include the directory hierarchy for an FTP site, or 
the names of tables and fields for a relational database. 

 
getData() – After retrieving the structure of the data 

source the application can then retrieve relevant pieces of 
information from each structure element.  This maps to a 
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call to a script that accesses the data source API to 
retrieve actual pieces of data, such as retrieving a file 
from an FTP site or running a SELECT statement against 
a relational database.  The returned data is organized in a 
wrapper class (UserDataSourceData). 

 
 
 

 

Figure 5 Generic Adapter Interface 

 
close() – After working with the data source, the 

connection should be closed. This call hence maps to a 
‘CLOSE’  method supported by the data source API. 

 
The following is a discussion of the helper classes 

utilized in the API. 
 
UserDataSourceException: An exception class used 

to encapsulate errors that occur during processing. 
 
UserDataSourceStructure – Encapsulates the 

structure of a data source’s organization.  The structure of 
the data source is represented by elements that make up 
the entire data source layout.  This is essentially the entry 
point into the data source structure. 

 
UserDataSourceStructureElement – This represents 

the smallest unit of a data source’s structure, such as a 
FTP file or database table.  The structure element 
encapsulates the actual data source container element and 
is used subsequently to get actual data from the data 
source.  Essentially, the structure element acts as a path to 
the real data. 
 

UserDataSourceData – The data of the data source is 
encapsulated in the UserDataSourceData construct. 

 
Figure 6 depicts a sequence diagram of a typical 

interaction with the Generic Adapter Interface. 
 
 

 

Figure 6 Generic Adapter Interface interaction to 
extract a data sample 

As this project progresses, new methods are being 
added to the Generic Adapter API. This includes a basic 
call interface, which allows the Data Concierge to invoke 
a named script that has been defined for a particular data 
source API. In the current design, scripts are executed in 
response to explicit user requests. In future, scripts will 
be augmented with metadata to allow the Data Concierge 
to infer their semantics and call them when necessary in 
response to application demands. 

 
4.4 Data Source API Meta-data Descr iption  

To integrate various data source APIs dynamically, 
we have designed a prototype data source API description 
tool. By associating classification metadata defining 
semantics with an API definition, the tool helps an API 
expert create a rich description of the API for automated 
processing by the Data Concierge. 

The starting assumption is that a data source that has 
to be integrated with the Data Concierge has an API that 
can be discovered dynamically through a reflection 
mechanism. This assumption is for example valid for any 
data source that has a Java or WSDL interface. In 
practice, this already covers a very large population of 
data sources. 

The data source API description tool includes two 
parts: a reflection module and classifier component. The 
function of the reflection module is to dynamically extract 



operations, parameter types, return types and exceptions 
from data source API. The aims of the classifier 
component are to associate API elements with metadata 
from an ontology of well-understood metadata terms 
useful for data integration. Essentially, the metadata 
defines the semantics of the API in a way that can be used 
dynamically by the Data Concierge. 

The structure of the data source API description tool 
is described in Figure 7. When a new data source is to be 
integrated with the Data Concierge, the reflection module 
reads the data source API to extract the included classes, 
methods, parameter types, and so on. Then through the 
API classifier component, an API expert interactively 
adds the necessary API metadata and classifies the data 
source API with terms from the data integration ontology. 

 

 

Figure 7 Architecture of the data source API integration 

In the reflection module, the extraction process of the 
API features (Figure 8) plays an important role. After 
importing data source API package, the reflection 
component extracts all classes. Then by choosing a 
concrete class, all methods in the class are extracted, and 
method name, parameters, the return and exception type 
can be obtained and classified by the data source API 
expert.   

 
 

Figure 8  The extraction process of data source API 
features 

Figure 9 illustrates an example of a FTP data source 
API features extraction process. 

 

 

Figure 9 Classifying the FTP API 

The top-level model of data source API ontology is 
depicted in Figure 10. An API comprises one or more 
methods, each of which comprises: 

 
·  A return type 
·  Zero or more exceptions 
·  Zero or more parameters 

 
Figure 11 shows an incomplete portion of the 

ontology that classifies method operations. Methods are 
classified by their purpose, such as creating a connection, 
or performing a read or update operation. Other parts of 
the ontology classify parameters and exceptions. Hence 
the ontology terms are meaningful in describing the 
semantics of API elements to the Data Concierge. 
Collectively the ontology makes it possible to fully 
describe the semantics of an operation. It can 
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consequently be interpreted and the metadata used when 
dynamically constructing calls to the data source. 

 

 

Figure 10 Data Source API Ontology  

 

 

Figure 11 Method Ontology 

 
In the classifier component, the API expert assigns 

features in the API to elements in the data source API 
ontology. (Figure 12).  

 

 

Figure 12 API metadata classification  

An example of using the classifiers in the ontology is 
shown in Figure 13. The API expert annotates data source 
API features from an FTP package. The upl oad method 
in com. si not ar . f t p. FTPcl i ent  class is classified 
as an “Access-write”  method. The parameter type of 
upl oad method, j ava. l ang. St r i ng, is classified as 
a “string” . The parameter name of upl oad method, 
Fi l e, is added and associated with the “ filename”  
classifier.  

 

 

Figure 13 : The classification of data source API 
features 

Figure 14 shows the resulting mapping relationship 
between classified results and the generic classifiers. This 
information is stored in a database for subsequent use by 
the Data Concierge during dynamic call construction. 
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(b) The classification of data source API parameter type 

(c) The classification of data source API parameter name 
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Figure 14 The mapping relationships between data 
source API features and generic API 

5 Current Status And Future Challenges 
 
An initial demonstration of the Data Concierge was 
created in 2003. In this prototype, the intent was to 
explore more deeply the underlying architectural issues, 
and hence much of the implementation complexity was  
‘hard coded’  [10]. This prototype gave us great insight in 
to the problem, and led us to design the dynamic data 
source integration architecture described in this paper. 

At the time of writing, we are continuing to implement 
a second, more complex prototype, focusing on dynamic 
data source integration. The generic adapter interface is 
completed, and the API meta-data classifier tool can be 
used to augment API descriptions. A simple 
implementation of the data source call constructor is 
working, and we are now attempting to make this 
completely general and rely exclusively on the API meta-
data to construct calls at run-time. The scripts used for 
extracting the structure of a data source and sample data 
are currently coded in Java, and hence are much more 
complex than desirable. 

Much work therefore remains to make this dynamic 
call construction mechanism useful and general. The main 
problem is to devise a simple yet powerful approach for a 
data source API expert to describe useful sequences of 
operations that can be interpreted by the Data Concierge. 
For example, extracting the directory hierarchy from an 
FTP site requires a sequence of calls to FTP APIs, along 
with decision logic to walk the directory structure. 
Similarly, a sequence of operations is needed to call a 
Web Service API that supports credit card verification 
and authorization.  

We envisage that a very high-level, domain-specific 
scripting language based on a suitable meta-model could 
provide a suitable solution. Tools must be provided to 
allow a data source API expert with little or no 

programming experience to construct scripts. Scripts must 
further be defined in terms of the data source API meta-
data, and not the actually API itself. The resulting scripts 
can then be interpreted by the Data Concierge, and the 
script interpreter would use the Data Source Call 
Constructor component when the script logic dictates a 
call to the data source API is needed. Hence designing the 
scripting language and supporting tools is an active area 
of research.  

Once scripts for useful operations have been written, 
these could be ascribed meta-data attributes from the data 
integration ontology. This should consequently allow the 
Data Concierge to understand their use, and (at least 
semi-automatically) call scripts when needed.  

In addition, some data source APIs such as JDBC 
support call interfaces. In such APIs, methods provide 
parameters that are actually SQL statements that are 
interpreted and executed within the API call. For this type 
of interface to be exploited by the Data Concierge, there 
must be some way for it to construct dynamically the SQL 
statement required, and interpret the result set that is 
returned from the query. This of course requires 
knowledge of the underlying database schema structure, 
and hence is beyond the scope of the problem we have so 
far considered.  

 

6 Conclusions 
 

The Data Concierge project is an attempt to explore 
and define new mechanisms and technologies for 
dynamically integrating new data sources in to 
applications. It aims to address the static and time-
consuming methods used in current EAI technologies, 
and provide new approaches that facilitate rapid 
integration without the need for extensive program code.  

The major contribution of the project at this stage is 
the design and prototyping of an architecture to facilitate 
dynamic data integration. This paper has focused on 
describing the architecture and tools needed to 
dynamically integrate the Data Concierge with a data 
source. The approach relies on a definition of the data 
source API syntax and semantics, from which the 
necessary calls can be dynamically generated. Our 
hypothesis is that the API description techniques can be 
supported by a set of tools that make the definition 
process amenable to a non-expert user. This would 
eliminate the software engineering effort required to 
connect to a new data source to an adaptive middleware 
infrastructure. 

The initial results are extremely promising. While 
many challenges remain, this research has the potential to 
create a foundation for a new generation of adaptive 
middleware technologies focused on the issues of data 
and application integration. 
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